
Web 

Web 

Web 

Web Web 

Web 

[xv]

Web 

Web 

Web 

homogenous nature Web 

Web 

unit test

Web QA 

regression test suite
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Windows

MacOS Linux Web 

Java PHP ASP CGI Web 

Web 

[xvi]

QA 

Web 

TamperData 

TamperData 

Web 

QA 

(nutcracker Nucifraga Columbiana)

Web 
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[xvii]

The Birds of North America Online 

http://bna.birds.cornell.edu/bna/ Web 

SQL 

session

Web 

Web 

Web 

Web 

1 Web 
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[xviii]

3 Web 

4 Web Web 

encode decode

[xix]

manual-scanning bulk-scanning

5 

Web 

6 bulk-scanning

spider

batch test

7 cURL cURL

cookie eBay

8 LibWWWPerl  Per l  L ibWWWPerl  

LWP Perl Perl LWP 

Wikipedia 

9 Web 
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10 Ajax Web 

tes t - focused SS I Se rve r -S ide

Includes LDAP SQL 

11 Ajax Web 2.0 

Ajax 

12 

Unix Unix 

Windows 

Windows 

Alt Ctrl

URL

HTML 
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URL URL 

URL http://www.example.com/ URL URL

http://ha.ckers.org/xss.html URL

[xx]

Unix % 

root shell # root shell root root 

% 

# root 1 

1. 

% ls -lo /var/log
% sudo ifconfig lo0 127.0.0.2 netmask 255.255.255.255
# shutdown -r now
C:\> ipconfig /renew /all

ls ifconfig root 

sudo # 

shutdown root 

Windows CMD.EXE

1 ipconfig Windows 

[xxi]

O'Reilly 

ISBN Web Security Testing Cookbook by Paco Hope and Ben

Walther. Copyright 2009 Brian Hope and Ben Walther, 978-0-596-51483-9
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permissions@oreilly.com

http://www.oreilly.com/catalog/9780596514839

http://www.oreilly.com.tw/product2_web.php?id=a244

bookquestions@oreilly.com

mail@oreilly.com.tw

O'Reilly Network 

http://www.oreilly.com [xxii]

Paco Hope
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ema i l  

r o o t @ b e n w a l t h e r . n e t

http://blog.benwalther.net [xxiii]
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